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Cloud Engineer

Description

Design, build, and manage AWS cloud infrastructure (EC2, Lambda, AP| Gateway,
RDS, VPC, S3, IAM, CloudWatch).e Develop Infrastructure-as-Code using
Terraform or CloudFormation.s Build and maintain CI/CD pipelines in Azure
DevOps using YAML and reusable templates. Automate deployments, testing,
infrastructure provisioning, and configuration.s Improve cloud security posture by
implementing IAM least privilege, encryption, secrets management. Work closely
with developers to support application deployments and cloud architecture.e
Troubleshoot cloud networking components including VPC, DNS, routing,
PrivateLink, and Transit Gateway.c Implement monitoring, logging, and
observability solutions.« Collaborate with teams using Mulesoft and Salesforce to
support integration workflows.e Support production operations, incident response,
and root cause analysis.

Qualifications
Education/Degree Requirements/Certifications (if applicable)
Bachelor’s Degree in Computer Science or equivalent.

Experience (number of years) for people management jobs, indicate years
required managing people
6+ years of Information Technology (IT) experience.

5+ years of Cloud Technology experience, preferably AWS.

Good knowledge of CI/CD preferably using Azure Devops

Core Competencies (key behaviors)
Proficient in automation in Cloud

Good understanding and experience with release cycles.

Has good troubleshooting experience in Cloud using AWS and Azure
Devops.

Can communicate efficiently with various teams.
Compliance Requirements:
¢ Adhere to all Company Policies, Procedures, and other training consistent
with ConnectiveRx’s Information Security and Compliance Programs,

including but not limited to the following compliances and regulations:
SOCH1, SOC2, PCI, HIPAA

¢ Maintain strict compliance with company and client policies regarding
business rules and ethics, as well as applicable local, state and national
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federal laws

Preferred Skills (Nice to Have)

e AWS certifications (Solutions Architect, SysOps, DevOps).

¢ Experience integrating security scans into CI/CD.

¢ Familiarity with Mulesoft and Salesforce deployment processes.

¢ Experience with observability tools such as Datadog, Dynatrace, or
Prometheus.

¢ Knowledge of FinOps and AWS cost optimization.

Success Criteria (First 12 Months)

¢ CI/CD pipelines standardized and optimized.

¢ AWS infrastructure deployments fully automated via laC.

¢ Reduction in manual workflows and operational effort.

¢ Improved monitoring and operational stability.

¢ Strong collaboration with engineering, architecture, and security teams.
¢ Contribution to automation and Al-based cloud operations initiatives.
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